
NCEA Panel Discussion:                 
FERC, NERC & CIP Compliance 

• FERC Compliance Implementation & Documentation Challenges 

• NERC Compliance Fit Into Corporate Compliance Effort 

• High Level Overview of CIP Challenges  

Disclaimer:  Views are officially those only of Kenna, Bob 

and Kelly, and all examples given assume hypotheticals 
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FERC Compliance Program 

 FERC Electric and Gas Compliance 

 Programs officially implemented January 1, 

 2011 
 Compliance with applicable laws was 

 occurring—formal policies and procedures were 

 not in place 

 

 Blank slate to create compliance programs 

 

 Engaged outside counsel to provide gap    

 analysis 
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Challenge with Documentation 
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  Need to be able to demonstrate compliance 

 with the applicable laws 

 

  Keeping records and managing filing 

 requirements is time consuming 

 

  Currently utilize several tools to track 

 records 
  Outlook account (calendar, tasks, email) 

  Spreadsheets  

  Compliance Log 

  Policies and Procedures 
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Case Study 
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  Quarterly Certification for FERC and  NERC 

 non-compliance 

 

  Manual Process of creating mailing lists,  sending 

 email with attachment, collecting  signatures, 

 maintaining spreadsheet 

 

  Developed automated process with a link to the 

 form (data stored on the server) 

  Completed electronically using log-in and 

 password 

  Automatically separate forms with comments 

  Different security levels for reviewing information 
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Compliance Log 
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  Web-based site that documents compliance  

 issues that need to be tracked 
  Used by electric, gas and non-regulated   

 compliance groups 

 

  Varying security levels to review and add 

 information 

 

  Reporting functions and management tools 
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Need for Dedicated Resources 
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  Creating dedicated position to meet compliance 

 requirements is key 
  Review based on performance, integrated with goals 

  Adding compliance as an additional duty means it  

 often gets attended to last 
 

  Cost of compliance vs. non-compliance 
  Management likes to have steady costs to achieve 

 budget goals.  Non-compliance is unknown 
 

  Need for technology resources and support 

  Creates efficiencies for heavily administrative 

 processes 
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How Does BHC ―Do‖ Compliance? 
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BHC’s NERC ICP Components 

Culture      

V-M-V 
Policies Procedures 

Company Values 

Corporate Code of 
Business Conduct 

NERC Compliance Mgr 
Acts as a Facilitator 

Compliance is Owned  
by Operations 

Compliance is Executed 
by Operations 

Compliance is Assessed 
by Operations 

 ICP Program Approved 
by Corporate Committee 

 Patterned after other  
BHC Group   
Compliance Programs 

 Supported by a NERC 
Leadership Team 

With Defined Roles 

 And Accountability 

 Annual Internal 
Compliance Reviews 

OATI webCompliance 
 Standards Awareness 
 Evidence Archives 
 Tracking Progress 

 Training 
 NERC Refresher 
 Sabotage ID 
 Security Awareness 

NERC Compliance 

Communication Plan 
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IT Tools for NERC Compliance 

 34 NERC Registered Entities 

 ~ 100 Reliability & Security Standards 

 ~ 1,000 Requirements 

 

• Central Library of Standards Info 

• Secure Library for Compliance Evidence 

• Tracking for Everything to be Done 

• All with Complete Audit Trails 

OATI webCompliance 
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Selling Management on the Value 

of Doing it ―Right‖ Up Front 
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The ―Cost‖ of Non-Compliance Speaks Volumes 

POC = Price of Compliance 
• Labor of Love 

• No Pain  -  No Gain 

• Will Perform the Way You Train 

PONC = Price of Non-Compliance 

• Like a Dark Cloud Hanging Over Entity 

• Endless Reporting & Follow-Up 

• More Opportunities for New Violations 

Cost of Compliance =  
   Price of Compliance   + 

       Price of Non-Compliance 

# of Violations 
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Tie Economic Benefit to Company Culture 

• Documented Costs are Just One of Many ‘Levers’ 

• Incurred Penalties may be a Small Part of the Total 
Compliance Cost 

• If the Company ‘gets’ their Culture, they will ‘get’ the 
total Cost of Compliance 

• Instill Understanding that Rigorous Compliance with 
NERC Standards is Part of Good Utility Practices and 
Business Continuity Efforts 

• Provide the Tools which allow all the NERC 
Stakeholders to Engage in the Compliance Effort 

• Keep NERC Compliance Communication on same Level 
as Sarbanes-Oxley, OSHA, Safety, etc. to reinforce the 
Corporate Compliance Culture 
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NERC CIP Challenges 

Resources 
Stuxnet/Malware 

Accidents/Mistakes 
Night Dragon 

/Hackers 

Awareness 

Security Compliance 



NERC CIP Resource Challenges 
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 • People 

– Dedicated resources to NERC vs. utilizing 

existing staff 

– Technical staff to develop processes and maintain 

compliance 

– Security and/or Compliance staff to document, 

monitor, audit and report 

– Dedicated time to develop understanding 

– How/where to use outside resources and 

maintain internal expertise 

 



NERC CIP Resource Challenges 
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 • Outsource Options 

– Vendors are capitalizing on customer needs 

– Some vendors are over-selling their 

capabilities/expertise  

• Automate Manual Processes 

– Minimize manual processes to reduce risk of non-

compliance 

– Requiring people, time and technology 

• Audit Preparation 

– Organize and produce compliance evidence 

 



Additional NERC CIP Challenges 
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• Interpretation of standards 

• Wording of some standards occasionally 

gives false confidence in compliance  

• Guidance has not been consistent 

• Going from a non-regulated cyber environment 

to a regulated cyber environment 

• Going from the focus of ―reliability‖ to a focus of 

―reliability and compliance‖ 

• Balance of security and compliance 

 

 



NERC CIP Internal Operational Challenges 
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• Planning and Tracking Configuration Strategy 

• Documenting Ports and Services 

• Documenting Changes (patches, upgrades, 

etc.) 

• Collecting and Archiving Logs 

• Collecting and Archiving Compliance Data 

• Managing Vulnerability Scans 

• Monitoring and responding to NERC Alerts 

 

 

 



QUESTIONS? 

 
Kenna Hagan        Bob Case      

FERC Electric Compliance  Mgr   NERC Compliance Mgr 

(605) 176-3961       (605) 721-2716 

kenna.hagan@blackhillscorp.com   bob.case@blackhillscorp.com 

 

Kelly Wrede 

Director Technology Services 

(605) 721-2108 

kelly.wrede@blackhillscorp.com   

 

 

FERC NERC CIP—Panel Discussion 
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Extra Background Slides Follow 
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Black Hills Corporation 

2
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Bob Case / Black Hills Corp / 12-Sep-2011 



Characterize BHC Utility Operations 

• Three Different Entities Registered with NERC 

• Two are Functionally Registered within NERC as 
–  TO, TOP, TSP, GO, GOP, TP, RP, LSE, DP & PSE   

• Regional Entity = WECC, considered medium-sized utility 

• Generation Capability = 600MW - 22 Plants in 3 States 

• Peak Load = 950MW 

• Miles of BES Transmission 
–  800 miles of 230KV & 265 miles of 115KV 

• Control Centers = 3 Primary Centers plus 2 Backup 

• AC-DC-AC InterTie = 200MW Transfer Capability 

• Electric Customers Served = 200,000 

• NERC Compliance Department of 2.0 FTE’s 
 …Plus everyone else in the corporation 
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How Much Resource Does ―NERC‖ Take? 

• Senior Counsel – 150 Hrs/Yr 

• Engineering – 5,000 Hrs/Yr 

• Transmission Planning – 880 Hrs/Yr 

• Internal Audit – 1,300 Hrs/Yr 

• Reliability Center – 800 Hrs/Yr 

• ―NERC Compliance‖ Dept – 4,160 Hrs/Yr 

Early Industry Estimates Suggested 100 Hrs/Entity/Year   

Rough Actual Guess for BHC is ~ 12,400 Hrs/Yr 
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